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Ethical Risks and Countermeasures for Generative AI Applications in Education
Li Chenwer

Abstract ; Generative Al, exemplified by ChatGPT, is triggering profound changes in science and technology as well as the human-

Yang Weitao

ities. Its application in education demonstrates immense potential and value, including advancing precision teaching reforms and driving
the digital—intelligent transformation of teaching scenarios. Generative Al undoubtedly serves as a vital engine for the future of educa-
tion. However, as this technology remains in its nascent development phase, its practical application in education still faces limitations
giving rise to multiple ethical risks such as data security breaches, erosion of agency, and ideological infiltration. To mitigate risks and
maximize technological efficacy, it is imperative to fortify data security defenses, restore human agency, and reinforce the guidance of
mainstream ideology. By pursuing a three—pronged approach of “technological regulation, humanistic care, and value—driven leader-
ship,” the educational application of generative Al can be standardized to boost the high—quality development of education.

Key words : generative Al; education empower; ethical risks
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