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The Formation and Identification of the Crimes of Cyber Mafia
Cai Jun

Abstract : The crimes of cyber mafia are the result of the increasingly blending of cyber crimes and mafia crimes. Under the influ-

Wang Aixian

ence of the high—handed crackdown by the judiciary and the convenience of the internet, the tool attribute of the information network is
gradually being used by the mafia organizations. Along with the advent of the Web3.0 era, a new type of mafia crimes has emerged qui-
etly with the help of cyberspace as the “place” of crime. The crime of the cyber mafia has the characteristic of “evolution” and the per-
formance of “alienation”. “Evolution” is mainly reflected in two aspects: first, the organizational characteristics of the crimes commit-
ted by mafia are further weakened; second, the behavioral characteristics of the crimes committed by mafia are softened. “ Alienation”
is mainly manifested in three aspects: the first is the “invisibility” of the organizational form of the criminal activities of mafia, the sec-
ond is the “industrial chain” and “node” of the criminal activities of mafia, and the third is the “virtualization” of the implementation
space of the criminal activities of mafia. At present, the identification of the crimes committed by the cyber mafia is still applied to the
traditional identification criteria of the crimes committed by the cyber mafia. There are many problems in the identification of organiza-
tional characteristics, behavioral characteristics, harmful characteristics and other aspects, which make the judicial organs unable to
accurately respond to the impact and challenges brought by the cyber mafia crimes. Therefore, it is necessary to establish the identifica-
tion standard of “form+substance” based on the new characteristics and changes of the crimes committed by the cyber mafia.

Key words: crime of cyber mafia; evolution; alienation; identification criteria
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