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TAEBH AP Ak

Construction of Criminal Law Regulation System of ''Deep Forgery' Technology
Lt Teng

Abstract: As an important field of artificial intelligence application, " deep forgery" technology can synthesize video and audio im-
ages with high precision by means of " deep learning" technology and " generative countermeasure network" model. The necessity of
criminal law regulating the technology of " deep forgery" lies in the fact that it is easy to be abused; the legitimacy comes from the ex-
amination of the characteristics and hidden dangers of the technology, such as autonomy, convenience, and verisimilitude; and the fea-
sibility is based on the legislative experience of regulating the technology in foreign countries. The criminal law of our country regulates
the technology of " deep forgery" from the following standpoint: examine the risks and benefits of the technology objectively and neutral-
ly, reasonably control the depth of criminal law intervention, and take the prevention function of criminal law as the goal. There are
three specific regulatory paths: firstly, we may prevent the abuse of " deep forgery" technology from the front by strengthening the crim-
inal protection of personal biometric information; secondly, we may strengthen the criminal protection of personal identity by adding the
crime of identity fraud and regulate the rational use of " deep forgery" technology; thirdly, we may strengthen the criminal responsibility
of network platform and prevent the spread of harmful consequences of " deep forgery" through the obligations fulfillment of " notice—de-

lete" , "discover—mark" , and " discover—delete" .

’

Key words: " deep forgery" ; social harm; criminal law intervention; position of criminal law; regulation paths
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